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Satellite hacking: happening’since 1986!!

April 27,1986

“Captain Midnight” jammed
HBO’s GEO satellite Galaxy 1to
protest against increasing prices
BNCOODEVENING HED for cable TV
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2019, Pavur: “it’s not tha

Today many commercial satellite broadband services are and vulnerable to
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attacks

A

NPE Twe \‘ »y Trafic

ISP T ;m\,.‘nw RE’SU'[S

I"\"

Pramom
Home User ‘

3 .’wi:a'.'cn‘vl‘\‘[?a'l Peryonal Comms
T . SN
TR i S

Navigatonal Charts

Sanetne Goownd S0

|

James Pavur (ethical hacker from
Oxford University) demonstrated in
2019 how to eavesdrop sensitive data
transmitted over satcom links with
300% equipment

WiSec’'19, James Pavur et al. “Secrets in the Sky: On Privacy
and Infrastructure Security in DVB-S Satellite Broadband’



KA-SAT Network cyber attack
overview

i W
Viasat is prowviding an overview and incdent report on VI a sat~

the cyber-attack against the KA-SAT network, which
occurred on 24 February 2022, and resulted in a
partial interruption of KA-SAT's consumer-onented
satellite broadband service

On 24 Febeuary 2002, 3 multifaceted aod Seleotate Cyber Aack ganst Viatat™s KA SAT setwork resulted in 2
partual imerruplion of KA-SATS consumer-onemted 1aledile broadBand service, Whild most yiors were unaffected
By the Intadent, the cyber-attack &d impact several thousand customers located in Ukranme and tems of thousands
of other lised B20adband Cuttomers a0ross Europe. This incident was localaod 10 2 single consumer-onented
PArtton of the KASAT network that s operated on Viasat's behalf by a Eutedsat sobsidary, Skylopc, under 2
Uanubon apreoment Viasat sgned with Eutelsat following Viasal’s putchase of furd Broadband Indamtructyre
$3:1 (TLB), the wholerale Beoadband services busmess Created as part of Viasat's former partnering arangement
with Lateisat. The residential broadband madems a¥ected use the “Tooway™ servce Beand. Tha cyber-attack dd

pot meact Vasat’s dwectly managed mobibty of gavermnment users on the KA-SAT satellite. Smilarly, the cyber
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Feb 24th, 2022:
Russia takes down
satcom modems
used by Ukrainian
army

State-sponsored
attack on civil
satcom provider:
game-changer



Measurement on a GEO commercial satcom link
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State-of-the-art VPNs like OpenVPN
can reduce the link throughput by
as much as 80% [1] making them

inacceptable by ISPs and end-users

[1] Jason Fritz. “Satellite Hacking: A Guide for the Perplexed”. In: Culture Mandala 10.1 (2013), p.
5906. url: https://cm.scholasticahq.com/article/5906-satellite-hacking-a-guide-for-the-perplexed.



GEO and LEO users have to choose en performance and

exposing their data to eavesdroppingrattacks
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Recap’ GEO / LEO: a com f% ound but different

situations

*
GEO x' LEO
e Historically (GEO players), civil satellite e LEO lgoEstglL?tions using modern tools
communications have been mostly [IEER (Starlink with DevSecOps)
e Encrvotion was the problem of the e Traditional tools like VPNs do work on
end-{lzer' “Good IuclS'" LEO links without [l impact
: : However, data confidentiality remains a
-> Eavesdropping GEO satcom data is ’
pping EnE. O
e Unfortunately, [CICICINCRCEEN Since "
most of the time applying security (e.g. ¢ d_ Lo provide access to
VPN) to GEO links impact performances -> ata to governments

not acceptable for users

e Users still have to [ EIEICEDEIY
ISR < <ployed on a global stage

Multi-orbit connectivity = “multi-security” challenges!



Users muhnicating confidential data on

TYPICAL USE CASES

Critical infrastructures

Military welfare

Diplomatic networks and humanitarian aid
Surveillance and tracking

Mobility: maritime, aviation



What is “Zero trust”?

Definition

“Zero Trust is the term for an evolving set of
cybersecurity paradigms that move defenses
from static, network-based perimeters to focus
on users, assets, and resources.

Zero Trust assumes there is no implicit trust
granted to assets or user accounts based
solely on their physical or network location
(i.e., local area networks versus the Internet) or
based on asset ownership (enterprise or
personally owned).”

NIST SP 800-207 Zero Trust Architecture, August 2020

In reality..

e "Zero"is not realistic

Applied to satcom:

e Goalistoreduce dependency on
third party’s infrastructure

-> Cryptography is a powerful tool
N
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ARCA SATCOM: “Zero Trust” security & speed
Performances: latency (LEO), throughput (GEO)

“Zero Trust”: full control over cryptographic
"‘ secrets on both ends of the link
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End-to-end protection of satcom data



LEO Starlink connection at CYSEC's office

Testbed for different satellite network (LEO), in
order to investigate ISP-specific induced
latency / compatibility

Easy access and fast test implementation

Client connection on the roof

Remote access to two different Satellite connections
(Lausanne & Zurich). Allows for cross-validation of the data,
as well as detecting issues specific to either of the test
setups (misconfiguration, maintenance, etc)
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Disclaimer

This document and its content are strictly confidential and intended for informational purposes only. All materials (including any intellectual property rights)
contained in this document and its content are the sole property of its author(s) and CYSEC SA and cannot be reproduced, republished or distributed without
their express prior written consent. The content of this document is provided “as is” and its author(s) and CYSEC SA do not endorse, approve or assume
responsibility of any kind for the accuracy, completeness, adequacy, use or reliance upon the content of this document and expressly disclaim liability in
relation thereto, including for any error and omission in such content.



